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NO.1 How can a FortiMail administrator view or search archived emails?
A. through POP3, IMAP or Web-based manager

B. through POP3 and IMAP

C. through Webmail only

D. through Web-based manager only

Answer: A

NO.2 What is the recommended procedure to identify emails encoded in a specific charset?
A. Configure a Dictionary profile entry and associate it to the content profile section Content
Monitor and Filtering.

B. Create a banned word entry in an Antispam profile.

C. Charset encoding cannot be detected.

D. Enable Heuristic Scanning in an Antivirus profile.

Answer: A

NO.3 Which of the following FortiMail profile types apply to IP-based policies only?
A. Session profile

B. Content profile

C. IP pool

D. Antispam profile

Answer: A,C

NO.4 What is one reason for deploying a FortiMail unit in Transparent Mode?

A. DNS records do not necessarily have to be modified.

B. Mail is not queued thereby expediting mail delivery.

C. Mail is not inspected unless a policy explicitly matches the traffic.

D. No user information needs to be stored on the FortiMail unit when operating in Transparent
Mode.

Answer: A

NO.5 Which of the following back-end servers can NOT be used to provide Recipient Verification?
A. LDAP servers

B. POP3 servers

C. RADIUS servers

D. SMTP servers

Answer: B,C

NO.6 Which of the following statements is true regarding Session-based antispam techniques?
A. The entire mail content is inspected.

B. They are enabled in the session profile only.

C. SMTP commands, sender domain and IP address are checked.

D. They are checked after application-based antispam techniques.

Answer: C
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NO.7 A FortiMail administrator must enforce the following company policy:

1. All emails containing executable attachments must be detected.

2. This detection must be file name independent. For example, if a user renames an executable
from .exe to .txt, the file should still be detected.

Which FortiMail inspection technique should the administrator apply?

A. Content profile > Attachment filtering rule to block all executable extensions

B. Content profile > File Type filtering rule to block all executable files

C. Antispam profile > Banned Word entry to block all executable files

D. Content profile > Content Monitor entry to block all executable files

Answer: B
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