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NO.1 Your organization is defining the resource hierarchy for its new application in Google Cloud.
You need separate development and production environments. The production environment will be
deployed in Compute Engine in two regions. Which structure should your organization choose?

A. Create a single project for all environments. Use labels to segregate resources by environment.
B. Create a single project for all environments. Use tags to segregate resources by environment.

C. Create one project for the development environment and one project for the production
environment.

D. Create two projects for the development environment and two projects for the production
environment (one for each region).

Answer: C

Explanation:

Many organizations have separate development and production environments so they can build and
test new features without disturbing production traffic. In Optimizely, you can create separate
projects for each environment to help with governance.

With separate development and production projects, your organization can safely build and QA
experiments and Personalization campaigns in a development environment before deploying to
production. This approach allows multiple stakeholders in your organization to act as gatekeepers for
running new experiments in production.

Reference link- https://support.optimizely.com/hc/en-us/articles/4410284353805-Set-up-projects
-for- development-and-production-environments

NO.2 The operating systems of some of your organization's virtual machines may have a security
vulnerability.

How can your organization most effectively identify all virtual machines that do not have the latest
security update?

A. View the Security Command Center to identify virtual machines running vulnerable disk images
B. View the Compliance Reports Manager to identify and download a recent PCl audit

C. View the Security Command Center to identify virtual machines started more than 2 weeks ago
D. View the Compliance Reports Manager to identify and download a recent SOC 1 audit

Answer: A

Explanation:

Security Health Analytics and Web Security Scanner detectors generate vulnerabilities findings that
are available in Security Command Center. Your ability to view and edit findings is determined by the
Identity and Access Management (IAM) roles and permissions you are assigned. For more
information about IAM roles in Security Command Center.

Reference link:-
https://cloud.google.com/security-command-center/docs/concepts-vulnerabilities-findings

NO.3 As your organization increases its release velocity, the VM-based application upgrades take a
long time to perform rolling updates due to OS boot times. You need to make the application
deployments faster.

What should your organization do?

A. Migrate your VMs to the cloud, and add more resources to them

B. Convert your applications into containers
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C. Increase the resources of your VMs
D. Automate your upgrade rollouts
Answer: B

NO.4 Which of the following options is/are correct about Preemptible VMs?
A. Preemptible VMs don't have fixed pricing.

B.BothA&B

C. None of the Above.

D. You can not use Preemptible VMs at fault-tolerant workloads such as high-performance
computing, big data and analytics, continuous integration/continuous delivery (CI/CD),
rendering/transcoding, and testing.

Answer: C

Explanation:

Preemptible VMs:

Predictable and low cost

Preemptible VMs are up to 80% cheaper than regular instances. Pricing is fixed so you will always get
low cost and financial predictability, without worrying about variable market pricing.

Expand your batch processing

Supplement your regular VMs with lower-cost, preemptible instances to finish your compute-
intensive work faster, saving you time and money. Throw preemptible VMs at fault-tolerant
workloads such as high performance computing, big data and analytics, continuous
integration/continuous delivery (CI/CD), rendering

/transcoding, and testing.

Get more from your containers

Containers are naturally stateless and fault tolerant, making them a great fit for preemptible VMs!
You save on your containerized workloads today with these affordable compute instances. Take
advantage of Google Kubernetes Engine for your containerized workloads and Managed Instance
Groups to painlessly and seamlessly recover from preemptions.

Enable it instantly

Simply add --preemptible to the gcloud command line and you're off to the races. There's no bidding
to code for, and with per-second billing, just shut down your VMs as soon as you're done.

NO.5 How do Migrate for Compute Engine and Migrate for Anthos differ?

A. Unlike Migrate for Anthos, Migrate for Compute Engine assumes that the migration source is
VMware vSphere.

B. Migrate for Compute Engine charges for ingress, but Migrate for Anthos does not.

C. Migrate for Compute Engine is closed source, and Migrate for Anthos is open source.

D. Migrate for Anthos migrates to containers, and Migrate for Compute Engine migrates to virtual
machines.

Answer: D

Reference: https://cloud.google.com/migrate/anthos

Migrate workloads to Compute Engine with Migrate for Compute Engine. Migrate from Compute
Engine to containers with Migrate for Anthos and GKE.

This method makes sense, for instance, in cases where you want to conduct a data-center migration
and migrate all workloads into Compute Engine, and only at a second stage selectively modernize
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suitable workloads to containers.
https://cloud.google.com/migrate/containers/docs/architecture

NO.6 Which Google Cloud service or feature lets you build machine learning models using Standard
SQL and data in a data warehouse?

A. BigQuery ML

B. TensorFlow

C. AutoML Tables

D. Cloud Bigtable ML

Answer: A

Explanation:

BigQuery ML lets you create and execute machine learning models in BigQuery using standard SQL
queries.

Reference: https://cloud.google.com/bigquery-
ml/docs/introduction#:~:text=BigQuery%20ML%20lets%
20you%?20create,the%20need%20to%20move%20data
https://cloud.google.com/bigquery-ml/docs/introduction

NO.7 Your organization needs to restrict access to a Cloud Storage bucket. Only employees who are
based in Canada should be allowed to view the contents.

What is the most effective and efficient way to satisfy this requirement?

A. Deploy the Cloud Storage bucket to a Google Cloud region in Canada

B. Configure Google Cloud Armor to allow access to the bucket only from IP addresses based in
Canada

C. Give each employee who is based in Canada access to the bucket

D. Create a group consisting of all Canada-based employees, and give the group access to the bucket
Answer: D

Reference: https://cloud.google.com/storage/docs/access-control

Because you can use your own private VPN to access the Canada-only bucket from anywhere in the
world.

NO.8 Your company's development team is building an application that will be deployed on Cloud
Run. You are designing a CI/CD pipeline so that any new version of the application can be deployed in
the fewest number of steps possible using the CI/CD pipeline you are designing. You need to select a
storage location for the images of the application after the CI part of your pipeline has built them.
What should you do?

A. Create a Compute Engine image containing the application

B. Store the images in Container Registry

C. Store the images in Cloud Storage

D. Create a Compute Engine disk containing the application

Answer: B

Reference: https://cloud.google.com/container-registry/docs/pushing-and-pulling

NO.9 Your organization is developing a mobile app and wants to select a fully featured cloud-based
compute platform for it.

Cloud-Digital-Leader real study dumps, Cloud-Digital-Leader prep guide, Cloud-Digital-Leader exam questions
https://lead2pass.pdfbraindumps.com/Cloud-Digital-Leader_valid-braindumps.html



https://lead2pass.pdfbraindumps.com/Cloud-Digital-Leader_valid-braindumps.html

Cloud-Digital-Leader Real Study Dumps Would be the Reliable Choice for You - PDFBraindumps

Which Google Cloud product or feature should your organization use?

A. Google Kubernetes Engine

B. Firebase

C. Cloud Functions

D. App Engine

Answer: B

Reference: https://cloud.google.com/appengine

Firebase is Google's mobile development platform that empowers you to quickly build and grow your
app

NO.10 Your organization is on a critical path with recently developed applications. They are going
into production in a month. A few million users are expected to use the new application. They want
to ensure minimum disruption when the application goes live. Any issues have to be dealt with within
minutes and resolved as quickly as possible. Which Support package should they take?

A. Enhanced Support

B. Standard Support

C. Basic Support

D. Premium Support

Answer: D

Explanation:

Premium Support will have a 15-minute response time with 24/7 response for high & criti-cal-impact
ISSUes.

https://cloud.google.com/support

NO.11 You are leading projects in an IT services company. Your customer's project requires analyzing
im-ages.

They have many 10s of 1000s of raw images that they have made available to you. Your small
technology team needs to build a machine learning model. The images are unlabeled. You don't have
the people or the capacity to label the images. What is your approach?

A. Look for open-source labeled images that closely resemble the given images.

B. Request data labeling service from Google.

C. Tell the customer it is their duty to label the images.

D. Hire temporary workers who can quickly label the images.

Answer: C

Explanation:

Google's Data Labeling Service lets you work with human labelers to generate highly accurate labels
for a collection of data that you can use in machine learning models.

References:

-> https://cloud.google.com/vertex-ai/docs/datasets/data-labeling-job

-> https://cloud.google.com/ai-platform/data-labeling/docs

NO.12 Your organization needs a large amount of extra computing power within the next two
weeks.

After those two weeks, the need for the additional resources will end.

Which is the most cost-effective approach?
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A. Use a committed use discount to reserve a very powerful virtual machine

B. Purchase one very powerful physical computer

C. Start a very powerful virtual machine without using a committed use discount

D. Purchase multiple physical computers and scale workload across them

Answer: C

Explanation:

When you purchase a committed use contract, you purchase Compute Engine resources-such as
vCPUs, memory, GPUs, local SSDs, and sole-tenant nodes-at a discounted price in return for
committing to paying for those resources for 1 year or 3 years

NO.13 You are a program manager for a team of developers who are building an event-driven
application to allow users to follow one another's activities in the app. Each time a user adds himself
as a follower of another user, a write occurs in the real-time database.

The developers will develop a lightweight piece of code that can respond to database writes and
generate a notification to let the appropriate users know that they have gained new followers. The
code should integrate with other cloud services such as Pub/Sub, Firebase, and Cloud APIs to
streamline the orchestration process.

The application requires a platform that automatically manages underlying infrastructure and scales
to zero when there is no activity.

Which primary compute resource should your developers select, given these requirements?

A. Google Kubernetes Engine

B. Cloud Functions

C. App Engine flexible environment

D. Compute Engine

Answer: B

Reference: https://firebase.google.com/docs/functions/use-cases

Graphical user interface, text, application, email Description automatically generated

NO.14 Your organization is releasing its first publicly available application in Google Cloud. The
application is critical to your business and customers and requires a 2-hour SLA.

How should your organization set up support to minimize costs?

A. Enroll in Premium Support

B. Enroll in Enhanced Support

C. Enroll in Standard Support

D. Enroll in Basic Support

Answer: B

Reference: https://www.secureauth.com/enhanced-support-offering/

SecureAuth is dedicated to providing the industry-leading enhanced support ensuring the long term
success of your SecureAuth SaaS IAM deployment Text Description automatically generated

NO.15 A retail store has discovered a cost-effective solution for creating self-service kiosks. They can
use existing check-out hardware and purchase a virtual customer service application. Why do they
also need an API?

A. To connect the check-out hardware to the public cloud.
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B. To connect the new application with the legacy system.

C. To migrate all customer data for disaster recovery.

D. To update the check-out hardware remotely.

Answer: B

Explanation:

APIs can create new business value by connecting legacy systems (the checkout hardware) with new
software (the virtual customer service application).

NO.16 A customer has new applications to build that has to handle both batch data and streaming
data. Which product should they choose?

A. Dataprep

B. Dataflow

C. Dataproc

D. Data Fusion

Answer: B

Explanation:

Dataflow is the managed version of Apache Beam. Beam = Batch + Stream. Unified stream and batch
data processing that's serverless, fast, and cost-effective.

Reference link- https://cloud.google.com/dataflow

NO.17 Your company security team manages access control to production systems using an LDAP
directory group.

How is this access control managed in the Google Cloud production project?

A. Assign the proper role to the Service Account in the project's IAM Policy

B. Grant each user the roles/iam.serviceAccountUser role on a service account that exists in the
Google Group.

C. Assign the proper role to the Google Group in the project's IAM Policy.

D. Create the project in a folder with the same name as the LDAP directory group.

Answer: C

Reference: https://cloud.google.com/blog/products/identity-security/achieving-identity-and-access-
governance-on-google-cloud Text, letter Description automatically generated

NO.18 An loT platform is providing services to home security systems. They have more than a million
customers, each with many home devices. Burglaries or child safety issues are concerns that the
clients customers.

Therefore, the platform has to respond very quickly in near real time. What could be a typical data
pipeline used to support this platform on Google Cloud?

A. Cloud Pub/Sub, Cloud Dataflow, Data Studio

B. Cloud Functions, Cloud Dataproc, Looker

C. Cloud Pub/Sub, Cloud Dataflow, BigQuery

D. Cloud Functions, Cloud Dataproc, BigQuery

Answer: A

Explanation:

=> Cloud Pub/Sub- Cloud Pub/Sub is the best to be the end-point for ingesting large amounts of data.
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It will grow as required, can stream data to downstream systems, and can also work with
intermittently available backends.

=> Cloud Dataflow- supports streaming data and therefore is an appropriate option for processing the
data that is ingested.

=> BigQuery- BigQuery also supports streaming data and its possible to do real time ana-lytics on it.
=> DataStudio- DataStudio and Looker are for visualization. They don't have any in-built analysis.

=> Cloud Functions- Cloud Functions is a useful serverless endpoint. However, Pub/Sub is better in
this case because it can also retain messages for a set period if it was not possi-ble to deliver it first
time.

=>Cloud Dataproc- Cloud Dataproc is used for Hadoop/Spark workloads and won't be a good fit here.

NO.19 There are internal compliance requirements that demand that we do not use any APIs or
services that are not backed by SLAs. Which of these are acceptable for us? (Choose two answer)
A. Alpha, Beta

B. Early Access, Preview

C. General Availability

D. Deprecated, but ensure that the SLA support period is still valid.

Answer: CD

Explanation:

General Availability is the stage where SLAs apply.

Deprecated - in the deprecated stage, you should start moving away from those APIs and products.
Depending on the deprecation policy, SLAs could still be valid.

NO.20 Your company provides car maintenance services. It is conducting an internal hackathon to
identify new ideas that could expand their business. The teams have pitched different ideas and have
started working on it. They have to present their application to the judges within 48 hours. A
presentation alone is not enough; they have to demonstrate a working proof of concept. The team
that you are mentoring is going to recommend additional ser-vices to drive in customers based on
the brand of car they drive in. They need to be able to identify what brand of car the customer has,
based on a photograph automatically taken at entry. They have already discovered an open source
database of car images collected by online enthusiasts. How should they implement this solution?
A. Use Deep Learning Containers that are preconfigured and optimized containers for deep learning
environments.

B. Use AutoML Image - upload the images and let it create a working model for you.

C. Use TensorFlow to create a model that will identify the car brands; use the available data to train
the model.

D. Use Cloud Vision Al that is able to detect logos. Write only the code to integrate in-to your
workflow.

Answer: B

Explanation:

It would be most straightforward to use AutoML Image. Put the images in Cloud Storage, point to it
from AutoML, and start the model building process.

Reference Link- https://cloud.google.com/automi

NO.21 Your organization stores highly sensitive data on-premises that cannot be sent over the public
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internet. The data must be processed both on-premises and in the cloud.

What should your organization do?

A. Configure Identity-Aware Proxy (IAP) in your Google Cloud VPC network

B. Create a Cloud VPN tunnel between Google Cloud and your data center

C. Order a Partner Interconnect connection with your network provider

D. Enable Private Google Access in your Google Cloud VPC network

Answer: C

Explanation:

After the service provider provisions your connection, you can start passing traffic between your
networks by using the service provider's network.

Reference: https://cloud.google.com/network-connectivity/docs/interconnect/concepts/partner-
overview

NO.22 Your manager wants to restrict communication of all virtual machines with internet access;
with resources in another network; or with a resource outside Compute Engine. It is expected that
different teams will create new folders and projects in the near future.

How would you restrict all virtual machines from having an external IP address?

A. Define an organization policy at the root organization node to restrict virtual machine instances
from having an external IP address

B. Define an organization policy on all existing folders to define a constraint to restrict virtual
machine instances from having an external IP address

C. Define an organization policy on all existing projects to restrict virtual machine instances from
having an external IP address

D. Communicate with the different teams and agree that each time a virtual machine is created, it
must be configured without an external IP address

Answer: A

Reference: https://cloud.google.com/resource-manager/docs/organization-policy/overview

NO.23 Which Google Cloud product or feature makes specific recommendations based on security
risks and compliance violations?

A. Google Cloud firewalls

B. Security Command Center

C. Cloud Deployment Manager

D. Google Cloud Armor

Answer: B

Reference: https://cloud.google.com/security-command-center

Security Command Center is Security and risk management platform for Google Cloud.
Reference link- https://cloud.google.com/security-command-center

NO.24 An organization has had a data leak scare because one employee made a sensitive Cloud
Storage bucket available to the public. Given the nature of the company's business, it is understood
that there is never any reason to give the public direct access to any file. The security head wants to
ensure that such an event never occurs again. How can you ensure this?

A. Remove Edit access rights of all Cloud Storage buckets so that no user can make any edits.
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B. Set an organizational policy constraint to restrict bucket access set to the public.

C. Use Cloud Scheduler to run a job at a specified interval to scan buckets. Any public permissions can
be programmatically changed.

D. Write Cloud Functions code connected to Cloud Storage. Any changes will be notified to the
function which can be used to reset the public access.

Answer: B

Explanation:

The straightforward way to set it is using Organizational Policy constraint. Any attempts to change
the organizational setting will be rejected for any project and resource.

References link:

-> https://cloud.google.com/resource-manager/docs/organization-policy/overview

-> https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints

NO.25 You are currently managing workloads running on Windows Server for which your company
owns the licenses. Your workloads are only needed during working hours, which allows you to shut
down the instances during the weekend. Your Windows Server licenses are up for renewal in a
month, and you want to optimize your license cost.

What should you do?

A. Renew your licenses for an additional period of 3 years. Renew your licenses for an additional
period of

3 years. Negotiate a cost reduction with your current hosting provider wherein infrastructure cost is
reduced when workloads are not in use

B. Renew your licenses for an additional period of 2 years. Negotiate a cost reduction by committing
to an automatic renewal of the licenses at the end of the 2 year period

C. Migrate the workloads to Compute Engine with a bring-your-own-license (BYOL) model

D. Migrate the workloads to Compute Engine with a pay-as-you-go (PAYG) model

Answer: D

Explanation:

The PAYG model is more convenient because you only pay for usage. And the case describes that the
workloads are only run on certain days.

NO.26 Your multinational organization has servers running mission-critical workloads on its premises
around the world. You want to be able to manage these workloads consistently and centrally, and
you want to stop managing infrastructure.

What should your organization do?

A. Migrate the workloads to a public cloud

B. Migrate the workloads to a central office building

C. Migrate the workloads to multiple local co-location facilities

D. Migrate the workloads to multiple local private clouds

Answer: A

Explanation:

Only public cloud offers to centrally manage the infra. for Pvt cloud it may not be possible to get
same Pvt Cloud provider across the globe.

NO.27 An organization wants to search for and share plug-and-play Al components which can easily
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build ML services into their project. Which Google Cloud product should the organi-zation use?
A. Document Al

B. Al Hub

C. Cloud Talent Solution

D. Recommendations Al

Answer: B

Explanation:

Because Al Hub is a hosted repository of plug-and-play Al compo-nents.

Reference link:- https://cloud.google.com/ai-hub/docs/release-notes

NO.28 An organization currently stores its data on-premises and they receive different levels of
traffic on their website every month. How could the organization benefit from modernizing their
infrastructure with cloud technology?

A. They can rely on the cloud provider for all website source code.

B. Agile storage scalability.

C. 100% service availability.

D. They can shift from heavy operational expenditure to a capital expenditure model.

Answer: B

Explanation:
Organizations can scale in the cloud by paying for what they use, when they use it.

NO.29 Your organization is migrating to Google Cloud. As part of that effort, it needs to move
terabytes of data from on-premises file servers to Cloud Storage. Your organization wants the
migration process to be automated and to be managed by Google. Your organization has an existing
Dedicated Interconnect connection that it wants to use. Which Google Cloud product or feature
should your organization use?

A. Storage Transfer Service

B. Migrate for Anthos

C. BigQuery Data Transfer Service

D. Transfer Appliance

Answer: A

Reference: https://cloud.google.com/architecture/migration-to-google-cloud-transferring-your-large-
datasets Graphical user interface, text, application, email Description automatically generated
https://cloud.google.com/architecture/migration-to-google-cloud-transferring-your-large-datasets

NO.30 Your organization runs all its workloads on Compute Engine virtual machine instances. Your
organization has a security requirement: the virtual machines are not allowed to access the public
internet. The workloads running on those virtual machines need to access BigQuery and Cloud
Storage, using their publicly accessible interfaces, without violating the security requirement.
Which Google Cloud product or feature should your organization use?

A. Identity-Aware Proxy

B. Cloud NAT (network address translation)
C. VPC internal load balancers

D. Private Google Access
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Answer: D

Explanation:

VM instances that only have internal IP addresses (no external IP addresses) can use Private Google
Access.

They can reach the external IP addresses of Google APIs and services. The source IP address of the
packet can be the primary internal IP address of the network interface or an address in an alias IP
range that is assigned to the interface. If you disable Private Google Access, the VM instances can no
longer reach Google APIs and services; they can only send traffic within the VPC network.
https://cloud.google.com/vpc/docs/configure-private-google-access

NO.31 Your company has been using a shared facility for data storage and will be migrating to
Google Cloud. One of the internal applications uses Linux custom images that need to be migrated.
Which Google Cloud product should you use to maintain the custom images?

A. App Engine flexible environment

B. Compute Engine

C. App Engine standard environment

D. Google Kubernetes Engine

Answer: B

Reference: https://cloud.google.com/compute/docs/images/create-delete-deprecate-private-images
A custom image is a boot disk image that you own and control access to. Use custom images for the
following tasks:

Import a virtual disk to Compute Engine from your on-premises environment or from VMs that are
running on your local workstation or on another cloud platform. You can manually import boot disk
images to Compute Engine, but one disk at a time.

Graphical user interface, text, application, email Description automatically generated
https://cloud.google.com/compute/docs/images

NO.32 Which Google Cloud product can report on and maintain compliance on your entire Google
Cloud organization to cover multiple projects?

A. Cloud Logging

B. Identity and Access Management

C. Google Cloud Armor

D. Security Command Center

Answer: D

Explanation:

Security Command Center is a centralized security and risk management platform for your Google
Cloud resources. It is a single tool that offers a variety of security features including:

1. Gain centralized visibility and control

2. Discover misconfigurations and vulnerabilities

3. Report on and maintain compliance

4. Detect threats targeting your Google Cloud assets
https://cloud.google.com/security-command-center

NO.33 Your company is running the majority of its workloads in a co-located data center. The
workloads are running on virtual machines (VMs) on top of a hypervisor and use either Linux or
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Windows server editions. As part of your company's transformation strategy, you need to modernize
workloads as much as possible by adopting cloud-native technologies. You need to migrate the
workloads into Google Cloud.

What should you do?

A. Export the VMs into VMDK format, and import them into Compute Engine

B. Export the VMs into VMDK format, and import them into Google Cloud VMware Engine

C. Migrate the workloads using Migrate for Compute Engine

D. Migrate the workloads using Migrate for Anthos

Answer: D

Explanation:

Anthos: Anthos lets you build, deploy, and manage applications anywhere in a secure, consistent
manner.

You can modernize existing applications running on virtual machines while deploying cloud-native
apps on containers in an increasingly hybrid and multi-cloud world.

NO.34 You want to build an application that will allow customers to register and login. It would be
great to have the ability to secure it with multi-factor authentication and the ability to reset
credentials. As a small startup, you want to build the main application as quickly as possible and have
minimum overhead. Which might be a suitable option for you on Google Cloud?

A. Since identity and credentials should be secure and private, do not trust other ser-vice providers.
B. Cloud Identity

C. Google Workspace

D. Cloud Identity Platform

Answer: D

Explanation:

Cloud Identity Platform

Cloud Identity Platform allows you to manage identity and credentials for your consumer-facing
applications.

So that's the right one in this case to use. "ldentity Platform is a customer identity and access
management (CIAM) platform that helps organizations add identity and access management
functionality to their applications, protect user accounts, and scale with confidence on Google
Cloud." Reference link- https://cloud.google.com/identity-platform

NO.35 Your organization wants to be sure that is expenditures on cloud services are in line with the
budget. Which two Google Cloud cost management features help your organization gain greater
visibility into its cloud resource costs? (Choose two.)

A. Billing dashboards

B. Resource labels

C. Sustained use discounts

D. Financial governance policies
E. Payments profile

Answer: AB
Explanation:
A label is a key-value pair that helps you organize your Google Cloud resources. You can attach a label
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to each resource, then filter the resources based on their labels. Information about labels is
forwarded to the billing system, so you can break down your billed charges by label.
Reference link- https://cloud.google.com/cost-management
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