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NO.1 A new version of Symantec Data Center Security: Server Advanced is available.
How should the current installation be upgraded?
A. run Liveupdate from the command line on the management server
B. via Liveupdate within the management console
C. download the new version and run the installation wizard
D. unzip the new version files over the old version files in the Program Files\Data Center Security
Server folder and restart services
Answer: C

NO.2 The SISIPSConfig utility is run with the -ipsstate off switch to toggle the prevention service off.
Which additional step must be performed to disable prevention?
A. Reboot the client system to unload the driver
B. The prevention driver is immediately stopped so additional action is unnecessary
C. Push the Null_Policy from the management console
D. Stop the SISIDSService service
Answer: A

NO.3 Which two security management requirements are satisfied by appropriate implementation of
Symantec Data Center Security: Server Advanced policies? (Select two.)
A. Prevent unauthorized access to a system using network based rules
B. Detect any changes to confidential data
C. Perform network discovery and asset management
D. Encrypt confidential data before allowing outward transmission from a system
E. Scan systems and report on their compliance to a required standard
Answer: A,B

NO.4 The management server records audit events whenever actions in the console are performed.
Which two user activity audit events are disabled by default? (Select two.)
A. Saving or deleting data
B. Executing queries or reports
C. Logging off the management console
D. Logging on to the management console
E. Executing searches from the monitors page
Answer: B,E

NO.5 Which action is unable to be controlled using memory controls within a prevention policy?
A. Disabling DEP
B. Buffer overflow
C. Unusual memory allocations
D. Thread Injection
Answer: D

NO.6 Which two statements accurately describe an advantage of using Symantec Data Center
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Security: Server Advanced prevention policies over traditional malware protection products? (Select
two.)
A. Symantec Data Center Security: Server Advanced prevention policies protect a system by
controlling the behavior of all processes running on that system.
B. Symantec Data Center Security: Server Advanced prevention policies are platform agnostic.
C. Symantec Data Center Security: Server Advanced prevention policies can be applied to a machine
without installing agent software on the host machine.
D. Symantec Data Center Security: Server Advanced prevention policies require infrequent signature
updates.
E. Symantec Data Center Security: Server Advanced prevention policies are proactive in protecting
against Malware.
Answer: A,E

NO.7 What is an available action within the agent diagnostics policy?
A. Allow the current user to override the applied prevention policy
B. Enable the use of Event Viewer on the agent
C. Install a new agent certificate
D. Restart the IPS Service
Answer: D

NO.8 Which web server application is hosted on the management server?
A. Oracle HTTP Server
B. Microsoft IIS
C. PostgreSQL Web Server
D. Apache Tomcat
Answer: C

NO.9 Which statement is accurate when describing real-time file monitoring?
A. The real-time file monitoring polling interval is configured in the global default settings.
B. Real-time file monitoring is performed by user-mode drivers.
C. When real-time file monitoring is enabled, the polling interval is shortened by default.
D. When enabled, real-time file monitoring is applied to all agents.
Answer: B

NO.10 Where can the inactive session timeout for the management console be configured?
A. sis-server.properties
B. sis-version.properties
C. sis-ui.xml
D. managers.ini
Answer: A
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